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Abstract 

The integration of the Internet of Things (IoT) into healthcare, known as the Internet of Medical Things (IoMT), 

offers transformative benefits for patient care and treatment management. However, this evolution generates 

significant security vulnerabilities that expose healthcare systems to cyberattack. This study aims to fill knowledge 

gaps about how cyberattack affects the IoMT architecture. We propose solutions to key challenges across IoMT 

layers—perception, network, middleware, application, and business—after analysing literature and case studies. 

Vulnerability notifications are complex, access controls are inadequate, and security responsibility is inconsistently 

understood. Solutions include implementing advanced technologies, optimising accountability, accessing policy, and 

promoting organisational security awareness. 

1. Introduction 

The integration of the Internet of Things (IoT) into healthcare, known as the Internet of Medical Things (IoMT) 

or Healthcare IoT, is transforming the medical landscape (Verma et al., 2022). According to Alsubaei et al. (2017), 

IoMT is poised to enhance treatment efficacy, streamline disease management, minimise errors, elevate patient 

experiences, optimise medication use, and decrease healthcare expenses. Over the next few decades, IoMT is 

projected to play a crucial role in preventing fatal outcomes and enhancing national productivity, especially in 

developing countries (Nayak et al., 2022). 

However, the rise of IoMT devices brings major security vulnerabilities, including issues with authentication, 

data transmission encryption, and managing complex, scalable systems design (Nayak et al., 2022). 

Interconnectivity creates additional cybersecurity risks, and the healthcare industry frequently ranks among the most 

vulnerable to cyberattack (Coventry & Branley, 2018). Cyberattack has increased, with billions of medical records 

stolen globally, and medical identity theft on the rise (Ganai et al., 2022). The digitisation of medical information 

and its accessibility across multiple networks indicates that cyberattack could potentially impact the health of 

millions of patients (Ganai et al., 2022). 

This study aims to summarise the existing literature and address gaps in conducting the research question: "How 

does cyberattack impact the internet of medical things architecture and how do we address it?" This paper will 

review literature on IoMT layers and cyberattack targeting these layers, present case studies illustrating the practical 

implications of these threats, discuss the findings, and offer conclusions and limitations of the research. 
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2. Literature review 

2.1 IoMT 5-layer Architecture 

The IoMT architecture, as Figure 1 shows, is usually composed of five flexible IoT layers integrated to 

interconnect many heterogeneous objects (Alsubaei et al., 2017).  

 
Figure 1 - IoMT 5-layer architecture (Antao et al., 2018) 

The responsibilities of the five layers are described below. 

Perception Layer 

The perception layer consists of sensor devices to collect structured or unstructured information about the 

environment, such as radio frequency identification, infrared sensors and GPS (Kelly et al., 2020; Uslu et al., 2020). 

They identify other smart objects from the nodes and collect physical parameters and location information including 

patient medical information, medical device information and infrastructure location information, which are 

systematically converted into digital data and transmitted to the network layer (Islam et al., 2022; Djenna & Eddine 

2018). This layer is important for patient health monitoring as these sensors ensure that patients are in an 

environment where their physical parameters are captured and monitored in real time, leading to timely and correct 

diagnosis (Alsubaei, 2017). 

Network Layer 

In this layer, data is communicated and interconnections between systems and platforms are managed (Uslu et 

al., 2020). The data collected by the perception layer is transmitted to the processing unit via wired or wireless 

network protocols. Objects communicate with each other mainly at high frequencies via technologies such as 

Zigbee, wi-fi and Bluetooth (Kelly et al., 2020). Data is then subsequently routed to the middleware layer (Nasiri et 

al., 2021).  

Middleware Layer 

Services and requesters are matched here according to names and addresses so that devices providing the same 

service are linked to the database for management and efficient data exchange (Al-Fuqaha et al., 2015; Verma et al., 

2022). Furthermore, this layer filters out unnecessary data transmitted from the network layer and aggregates for 

data exploration (Islam et al., 2023). Technologies such as databases, cloud processing and big data processing are 

applied to process and make decisions to provide services to the lower layers and enable access control to the 

devices (Sethi & Sarangi, 2017).  
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Application Layer 

Interfaces for users to connect with IoMT devices through the middleware are provided at this layer to allow 

users to access the services they request (Al-Fuqaha et al., 2015; Alsubaei et al. 2017). Here data is interpreted and 

applied to application-specific services for global management and to predict the future state of physical things 

(Nasiri et al., 2021). Currently, device applications are mostly driven by artificial intelligence and deep machine 

learning, which enables healthcare professionals to gain visibility into unseen situations and enhance diagnostic 

capabilities and optimise disease management with the help of big data analytics (Kelly et al. 2020). 

Business Layer 

This layer oversees and optimises the business logic and process cycle of the entire IoMT architecture (Alsubaei et 

al., 2017; Verma et al., 2022). Data from the application layer is transferred to this layer to create models and 

process diagrams for different businesses, and the IoMT system is designed, implemented, and developed here 

(Alsubaei et al., 2017). This layer also includes monitoring and management of other layers and user privacy (Al-

Fuqaha et al. 2015). 

2.2 What is Cyberattack? 

A cyberattack is any unauthorised act that breaches the security policy of a cyber asset, targeting computer 

systems or networks to steal, alter, or destroy critical data (Biju et al., 2019; Li & Liu, 2021). Cyberattacks may be 

conducted by individuals or organised groups. The objective is to gain access to critical data so that it can be stolen, 

altered, or tampered with (Biju et al., 2019; Li & Liu, 2021). This kind of attack leads to compromised data and 

disruption, and subsequent cybercrimes including information and identity theft (Biju et al., 2019).  

Types of Cyberattack in IoMT 

Nissim and Kintzlinger (2019) stated that a cyberattack in healthcare can be defined as any effort to gain 

unauthorised access with the aim of stealing, modifying, destroying, or disabling personal or medical data. Thus, 

understanding the various types of cyberattack is crucial for preventing them and enhancing the protection of 

sensitive medical information and patient privacy. 

Previous study has typically classified cyberattack into two categories: passive and active. Aijaz et al. (2021) 

further classified active attacks into more specific classes such as modification, interruption, and fabrication attacks 

under active attacks (see Figure 2). Frumento (2019) proposed similar broad categories of cyberattack: opportunistic 

attacks (OAs) and targeted attacks (TAs). OAs are more passive which is characterised by the attacker deploying a 

wide variety of available offensive tools against a lot of domains and users (Frumento, 2019). While the TAs are 

executed by skilled individuals using sophisticated techniques and ‘human engineering’ to target specific entities 

(Frumento, 2019). 

 

 
Figure 2: Cyberattacks in the healthcare system (Aijaz et al., 2021) 
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Alsubaei et al. (2017) categorise the methods of IoMT attack into four types: social engineering, 

configuration/implementation error, software/hardware bugs and malware based on the negative influence of 

attacks. Whereas Razaque et al. (2019) classify the cyberattack according to the flow of medical data and 

cybersecurity vulnerabilities in medical domain systems into four main types: information collection, database, 

website, and operation device (see Figure 3). 

 

Figure 3: Classification of cyber security attacks (Razaque et al., 2019) 

These studies collectively advance the understanding of cyberattack within healthcare IoT but do not sufficiently 

address how different types of attacks impact the various architectural layers of IoT systems. This omission 

highlights a significant gap: there is a pressing need for targeted research aimed at identifying specific 

vulnerabilities across the different layers of healthcare IoT architectures.  

3. Case Analysis 

3.1 Cases in Cyberattack and IoMT 

Healthcare organisations under the structure of IoMT face a rising threat of cyberattack, which leads to a 

significant risk to the data security and the continuous operation of the organisations.  

Cyberattack may target individual devices in the system, such as medical imaging equipment that is vulnerable 

to cybersecurity threats. Israeli experts demonstrated how to secretly hack a computed tomography scanner (Mirsky 

et al., 2019). By using artificial intelligence-related computer algorithms, they developed a manipulation framework 

called CT-GAN that could be automatically executed by malware (Solomon, 2018). The Picture Archiving and 

Communication System used to manage CT scanners and the standard formats used for data transfer and storage are 

exposed to the Internet without encryption (Kovacs, 2019). Attackers could thus install CT-GAN that controls the 

entire CT operation easily and modifies imaging records (Solomon, 2018). This not only led to misdiagnosis but also 

made patients' personal information available to the attackers for ransom (Kan, 2019). 

However, cyberattack to a single layer can have an impact on the entire IoMT system and its operation. Denial of 

service (DoS), a form of physical attack, is the most destructive threat to IoMT (Djenna & Eddine, 2018). A 

children's hospital in Boston suffered such an attack in 2014, when its legitimate communications were blocked 

because its IP addresses were flooded with spam data to overload the system (Radware, 2015). The hospital suffered 

huge losses since the Internet services it provided were affected, including prescription delivery and loss of access to 

electronic health records and internal e-mail systems, resulting in administrative closure (Wall, 2022). 

Malware is now the most serious threat to cybersecurity in healthcare (Thamer & Alubady, 2021). In 2017, a 

windows vulnerability was exploited to compromise computers in 150 countries through a ransomware called 
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WannaCry (Branch et al, 2017). WannaCry blocked communication between devices by encrypting valuable files or 

locked down computers (Zaman et al, 2022). Several UK health organisations were disrupted for four days because 

hospitals, ambulance services and doctors' offices were locked out of their digital systems and medical equipment 

(Bhosale et al., 2021). Clinical and surgical appointments were cancelled and ambulance routes were altered 

(Bhosale et al., 2021). The attack exposed patients' lives to great danger and thus the hospitals lost money and 

reputation. 

Recognising the enormous impact of cyberattack, health organisations have begun to take measures to defend 

IoMT against such attack. According to Reagin and Gentry (2018), perimeter defenses such as antivirus software 

and firewalls are the preferred choice in healthcare to protect application endpoint devices. Blockchain is also 

increasingly being used to dynamically encrypt and secure data sharing and patient information storage across 

network systems (Kuo, 2019). Control of user access to systems through multi-factor authentication and monitoring 

of user account log activity is also being implemented. UK health organisations have adopted attack surface 

reduction rules to monitor their remote access infrastructure, which lets them respond to anomalies promptly (Zorz, 

2020). In addition, the National Health Service (NHS) has started using the Data Security and Protection Toolkit to 

conduct security risk assessments for organisations that need access to NHS patient information and systems, which 

is important to ensure business continuity (He et al., 2021). 

3.2 Impacts of Cyberattack on IoMT Architecture 

Real-world evidence has demonstrated the serious challenges healthcare institutions face due to cyberattack. 

Various literature has studied the impact of cyberattack on IoT-based systems across the industry from the point of 

view of system architecture, assessing the different security challenges faced across layers (Lin et al., 2017; Xu et al, 

2020; Msgna, 2022). With the continuous development of organisational IoMT and the increased support of IoT for 

intelligent healthcare (Minoli et al., 2017; Koutli et al., 2019), the possibility of advanced forms of cyberattack and 

vulnerabilities has also increased. As a result, IoMT must be designed to meet essential requirements in the areas of 

data security, patient privacy protection, and overall system reliability. (Islam et al., 2015). Analysing primary 

assets, different threat events, vulnerabilities, and potential impacts at each layer specifically could help better 

understand how to manage the influence of cyberattack on the IoMT architecture. 

Assets 

Assets are the valuable components that play crucial roles in the overall functioning of the organisational system. 

These can be categorised into physical objects, data, links or protocols, and software (Msgna, 2022). The primary 

assets in the healthcare industry include wearable devices, environmental devices, fixed devices, and the data 

collected by these devices (Alsubaei et al., 2017; Verma et al., 2022). The network layer transmits the collected data 

through wired and wireless methods, making communication protocols that define data exchange standards between 

devices and systems significant assets (Verma et al., 2022). The middleware layer controls data collection and 

filtering through IoT platforms, databases, and cloud storage (Verma et al., 2022). Mobile health apps and web 

portals in the application layer provide patients with access to their health data and facilitate communication. Lastly, 

the business layer encompasses vital business data and insights for strategy and decision-making. 

Threats 

The threat delivered by cyberattack is a deliberate activity with the potential for causing harm to IoMT 

architecture. For example, networked medical devices can be reprogrammed, reconfigured, disabled, or even forged 

by malicious behavior (Djenna & Eddine, 2018). Previous findings have revealed that the perception layer faces 

possible threats such as unauthorised access or control (1), installation of malicious software (2), injection of 

inaccurate or misleading data(3), capturing and replaying previously transmitted data to deceive devices (4), 

cryptanalysis among sensors to extract private information (5), intercepting or interfering with device 

communication (6), and exhausting device battery or resources(7) (Lin et al., 2017; Xu et al., 2020). In the network 

layer, cyberattack is mostly related to wireless connectivity and include DoS (8), impersonating legitimate devices 

or users (9), attracting network traffic to a compromised node (10), creating unauthorised hidden communication 

channels between compromised nodes (11), intercepting and manipulating transmitted data (12), tampering with 

routing information (13), creating multiple fake identities (14), and unauthorised access (15) (Lin et al., 2017; Xu et 

al., 2020). The application layer is primarily susceptible to software attacks, such as phishing (16), spreading self-

replicating malicious code (17), and injecting malicious scripts (18) (Lin et al., 2017; Xu et al., 2020). This proposed 
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approach can be implemented in IoMT architecture with appropriate adjustments made to accommodate the unique 

characteristics of the specific assets. 

Vulnerabilities 

IoMT architecture is vulnerable to cyber threats due to the large amounts of valuable private data flowing 

through and within its layers. Many medical devices possess significant vulnerabilities in their cybersecurity, 

including default settings that lack adequate security measures, proprietary software that necessitates specialised 

processes for upgrades and patches, and a design process that fails to prioritise security considerations from the 

outset (GAO, 2023). Additionally, there is an inconsistent understanding of shared security responsibility between 

manufacturers and healthcare organisations (GAO, 2023). Smart health devices are typically low power and often 

lack strong encryption. This can lead to insecure connections and potential exposure of sensitive information over 

the Internet (Ahamed & Rajan, 2016). Furthermore, inadequate access control mechanisms enable attackers to view 

or modify personal data. Healthcare institutions also face challenges in managing vulnerable communications due to 

the complexity and volume of notifications, as well as limited awareness of proactive resource utilisation (GAO, 

2023). This lack of awareness can be exploited by attackers through psychological manipulation techniques such as 

phishing emails, malicious calls and text messages, and tricking employees and users into leaking sensitive 

information (Lin et al., 2017; Msgna, 2022). 

Impacts 

Impacts are the negative consequences that arise when threats successfully exploit vulnerabilities in assets. 

Alsubaei et al. (2017) mentioned that one of the most critical impacts is the potential risk to patient health since 

compromised medical devices may impair functionality, putting patients in danger or delaying critical care. 

Furthermore, the exposure of sensitive patient data could violate privacy and potentially lead to identity theft (GAO, 

2023). The monetary impact can be substantial because healthcare organisations need to allocate additional budgets 

to restore compromised data and hardware, as well as to resume business operations (Alsubaei et al., 2017; GAO, 

2023). Moreover, any tangible or intangible loss resulting from a cyberattack can lead to a loss of brand 

value and patient trust (Alsubaei et al., 2017).
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 Table1. Cyberattack impacts on IoMT Architecture 

4. Discussion 

While progress has been made in understanding and addressing the risks and vulnerabilities 

associated with IoMT systems, there are still numerous challenges that need concentrated attention and 

solutions. By examining every layer of the IoMT architecture, distinct challenges influenced by 

cyberattack that impact all five layers of the architecture are listed below: 

Challenge 1: Complexity and Volume of Vulnerability Notifications 

The Middleware Layer specifically mentions the difficulty in managing vulnerability 

communications due to the complexity and volume of these notifications. The IoMT ecosystem 

includes numerous IoT platforms, middleware software, cloud storage, and databases, making it 

difficult to keep track of vulnerabilities and security patches. Each component may have its own set of 

vulnerabilities and updates, resulting in a flood of notifications for healthcare organisations to handle. 

This challenge can result in delays or oversight in applying critical security patches, leaving systems 

vulnerable to cyberattack (Al-Turkistani et al., 2019). It also raises the possibility of security breaches 

and compromises, putting sensitive patient data and medical device integrity at risk (Zambare & Liu, 

2024). 

Challenge 2: Inadequate Access Control Mechanisms Across Layers 

Vulnerabilities due to insufficient access control mechanisms are identified at multiple layers, 

including the Threat, Middleware, Application, and Business Layers. This identifies a widespread 

problem in which unauthorised access to sensitive data and critical systems is not adequately 

addressed. Weak access controls can be the result of insecure default configurations, a lack of 

encryption, or insufficient authentication mechanisms (Mawel & Sambasivam, 2023). Inadequate 

access controls allow for a variety of cyber threats, such as unauthorised access, data breaches, and 
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manipulation of medical devices and patient data. This can result in decreased patient safety, a loss of 

trust in healthcare services, and regulatory noncompliance.  

Challenge 3: Inconsistent Understanding of Shared Security Responsibility 

The Middleware and Business Layers highlight issues caused by manufacturers and healthcare 

organisations’ inconsistent understanding of shared security responsibility. This suggests a lack of 

clarity or agreement on who is responsible for ensuring the security of IoMT systems and data. 

Manufacturers may believe that healthcare organisations are solely responsible for implementing 

security measures, whereas healthcare organisations may expect manufacturers to provide inherently 

secure products. This challenge can lead to gaps in security measures because both parties may 

overlook critical aspects of security. It can also cause disagreements or delays in addressing security 

flaws and implementing necessary safeguards (GAO, 2023). Finally, it undermines the overall security 

posture of IoMT systems, increasing the likelihood of successful cyberattacks. 

To address the specific challenges that have been identified in each layer of the IoMT framework, 

resolutions are listed below for each challenge: 

Solutions to challenge 1: 

Threat Layer: 

 Apply automated threat detection systems to identify and prioritise vulnerabilities based on 

severity (Amthor et al., 2019). 

 Develop platforms for sharing threat intelligence to enhance cooperation among healthcare 

organisations and security researchers, enabling them to identify and address new security threats 

effectively (Mavzer et al., 2021). 

Middleware Layer:  

 Use centralised vulnerability management platforms to consolidate and streamline vulnerability 

notifications from IoT platforms, middleware software, cloud storage, and databases (Mira & 

Alsmadi, 2019). 

 Implement automated patch management systems to ensure that security updates are deployed in 

a timely manner across all middleware components (Mira & Alsmadi, 2019). 

Application Layer: 

 To improve security in mobile health apps and web portals, integrate vulnerability scanning tools 

during development and testing. 

 Establish open lines of communication between application developers and security teams so that 

vulnerability notifications can be addressed quickly, and patches can be applied accordingly. 

Solutions to challenge 2: 

Threat Layer: 

 To prevent medical devices and sensitive data from unauthorised access, implement robust 

authentication mechanisms (Kumar et al., 2021), such as multi-factor authentication, within the 

Threat Layer. 

 Encrypt communication channels between nodes to prevent eavesdropping and data interception 

(Mawel & Sambasivam, 2023). 

Middleware Layer:  
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 Establish role-based access control (RBAC) policies to restrict access to sensitive data and critical 

system functions, based on the roles and privileges of users (Ameer et al., 2023). 

 Use encryption-at-rest and encryption-in-transit mechanisms to protect data stored in the cloud 

and transferred between middleware components. 

Application Layer: 

 Include strong user authentication and authorisation mechanisms in mobile health apps and web 

portals to ensure that only authorised users can access patient data and perform sensitive tasks. 

 Use secure coding techniques and frameworks to create applications that are resistant to common 

vulnerabilities like SQL injection (Gupta et al., 2023) and cross-site scripting (XSS) (Sharma & 

Babbar, 2023) attacks.  

Solutions to challenge 3: 

Middleware Layer: 

 To ensure security, IoT platform providers, middleware vendors, and healthcare organisations 

should have clear contractual agreements outlining their responsibilities (Marquardson & Asadi, 

2023). 

 Provide comprehensive security documentation and guidelines to healthcare organisations for the 

secure configuration and use of middleware components. 

Business Layer:  

 Encourage open communication and collaboration among manufacturers, healthcare 

organisations, and regulatory bodies to standardise security requirements for IoMT systems. 

 Conduct regular security awareness training sessions for both manufacturers and healthcare 

professionals to ensure a shared understanding of security best practices and regulatory 

compliance requirements (Bhushan et al., 2023). 

5. Conclusion 

This report has investigated the impact of cyberattack on the Internet of Medical Things (IoMT) 

architecture across the five layers by evaluating assets, threats, vulnerabilities, and related 

consequences. Challenges include the complexity and volume of vulnerability notifications, inadequate 

access control mechanisms, and an inconsistent understanding of shared security responsibility. 

This research focuses on the need for a more comprehensive understanding of the unique security 

challenges posed by the integration of IoT in the healthcare industry. This paper also emphasises the 

importance of implementing robust security measures across all layers of the IoMT architecture to 

mitigate the risk of cyberattacks. Therefore, the prioritisation of cybersecurity as an integral part of 

healthcare organizations’ IoMT strategy has been recommended. This involves investing in advanced 

security technologies, developing accountable access policy, providing regular security training, and 

fostering a culture of security awareness.  

6. Limitation 

This study faces several limitations. Firstly, it relies on secondary research, including literature 

reviews and existing case studies, which might not capture the full spectrum of cyber threats or the 

most recent advancements in cyberattack methods. Future studies could employ qualitative research 

methods such interviewing cybersecurity experts and healthcare professionals to gather up-to-date 
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information on the evolving landscape of IoMT architecture. Secondly, our study predominantly 

addresses the theoretical frameworks and potential impacts of cyber threats, lacking empirical data to 

quantify the real-world consequences of these attacks on healthcare systems. Therefore, conducting 

surveys, analysing incident reports, and examining post-attack recovery processes to obtain actual data 

could be leveraged in future exploration. This could provide more concrete and actionable insights for 

healthcare organisations to enhance their cybersecurity strategies. 
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